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       Abstract. There is no doubt that social engineering plays a vital role 
in compromising most security defenses, and in attacks on people, 
organizations, companies, or even governments. It is the art of deceiving 
and tricking people to reveal critical information or to perform an action 
that benefits the attacker in some way. Fraudulent and deceptive people 
have been using social engineering traps and tactics using information 
technology such as e-mails, social networks, web sites, and applications 
to trick victims into obeying them, accepting threats, and falling victim to 
various crimes and attacks such as phishing, sexual abuse, financial 
abuse, identity theft, impersonation, physical crime, and many other 
forms of attack. Although organizations, researchers, practitioners, and 
lawyers recognize the severe risk of social engineering-based threats, 
there is a severe lack of understanding and controlling of such threats. 
One side of the problem is perhaps the unclear concept of social 
engineering as well as the complexity of understand human behaviors in 
behaving toward, approaching, accepting, and failing to recognize threats 
or the deception behind them. The aim of this paper is to explain the 
definition of social engineering based on the related theories of the many 
related disciplines such as psychology, sociology, information 
technology, marketing, and behaviourism. We hope, by this work, to help 
researchers, practitioners, lawyers, and other decision makers to get a 
fuller picture of social engineering and, therefore, to open new directions 
of collaboration toward detecting and controlling it. 
 Keywords. Social Engineering, Deception, Information Security Management, 
Human Factor Security, Privacy, Trust. 
 
1. Introduction 
 
Information security generally aims to ensure three main elements: integrity, 
confidentiality, and availability of the system. Breaking, damaging, or harming any 
of these elements can be done through exploiting the vulnerability of technology or 
the vulnerability of people. In fact, it has been observed that people are the weakest 
link in security.
1
 Social engineering is the art of deceiving and tricking people to 
help the attackers to reach their goals. This can be done through influencing victims 
                                                 
1 Ryan West et al., "The Weakest Link: A Psychological Perspective on Why," Social and 
Human Elements of Information Security: Emerging Trends (2009). 
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to reveal critical information or to perform an action that helps the attacker in some 
way. 
Because of the incredible complexity and amazing simplicity of social 
engineering, it has become a controversial problem in information security. The 
Institute of Management and Administration (IOMA) reported social engineering as 
the top security threat for 2005. They indicate that social engineering threats are on 
the rise, perhaps because of continued improvements in protections against 
technology-based vulnerabilities.
2
 According to a survey done by Dimension 
Research (2011) on 850 information technology (IT) and security professionals 
located in the United States, Canada, the United Kingdom, Germany, Australia, and 
New Zealand, 48% of participants had been victims of social engineering and had 
experienced 25 or more attacks in 2010 and 2011.
3
 Social engineering attacks cost 
victims an average of $25,000 to $100,000 per security incident, the report states. 
Research indicates that many organizations recognize the importance of 
predicting and controlling social engineering, but many fail to reach that goal.
4
 The 
statistics show that around 70% of information security incidents are mainly caused 
by employees’ behaviors, and that around 3% of organization profit is potentially 
lost due to those incidents.
5
 Through analyzing the existing literature, we found that 
the concept that scholars have of social engineering is extremely limited to what has 
been suggested in the marketing discipline as means of persuasion, especially the 
principle of influence by Cialdini.
6
 Although those principles provide some 
examples of how people may get tricked or deceived, it is not sufficient to limit the 
meaning of social engineering to them. In this paper, we well explain the definition 
of social engineering based on the related theories of the many related disciplines 
such as psychology, sociology, information technology, marketing, and 
behaviourism. We hope, by this work, to help researchers, practitioners, lawyers, 
and other decision makers to get a fuller picture of social engineering and, therefore, 
to open new directions of collaboration toward detecting and controlling it. 
 
2. Overview 
 
The aim of this paper is to explain the meaning of social engineering not by 
consecrating it as persuasion only, but by considering it as the many other forms 
takes, as described in Figure 1. That is, we will first address and discuss social 
engineering as dishonest persuasion (section 3), taking in consideration the 
effectiveness of persuasion techniques in marketing to influence the customer to buy 
a product or service, and the possibility of using the same techniques in social 
engineering to trick and attack victims in information technology environments. 
Then we will address social engineering and discuss it as different novel concepts. 
Those concepts will be addressed as follows: Social engineering as manipulation 
                                                 
2 Samuel TC Thompson, "Helping the Hacker? Library Information, Security, and Social 
Engineering," Information Technology and Libraries 25, no. 4 (2013). 
3 Dimensional-Research, "The Risk of Social Engineering on Information Security: A Survey 
of It Professionals," (Technical Report, Long Beach, CA2011). 
4 Richard G. Brody, "Flying under the Radar: Social Engineering," International Journal of 
Accounting and Information Management 20, no. 4 (2012). 
5 Angus McIlwraith, Information Security and Employee Behaviour: How to Reduce Risk 
through Employee Education, Training and Awareness  (Gower Publishing, Ltd., 2006). 
6 Robert B Cialdini, Influence  (HarperCollins, 2009). 
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will be addressed in section 4; as trust exploitation in section 5; as perception 
misleading in section 6; as deception in section 7; as dishonest help seeking in 
section 8; and as human motivations and drives exploitation in section 9. Finally, the 
conclusion of this study will be presented in section 10.  
 
 
Figure 1, The Meaning of Social Engineering 
 
3. Social Engineering as Dishonest Persuasion 
 
Persuasion is generally defined as: 
 
Human communication that is designed to influence others by 
modifying their beliefs, values, or attitudes.
7
 
 
Persuasion has been studied in marketing to understand both customer behaviors and 
how to persuade customers to buy a product or service. The findings of such studies 
suggest that emotion and reason are the essential elements of persuading customers.
8
 
Other studies suggest that the source credibility, such as the speaker’s or seller’s 
credibility, is a very important element in persuading the audience.
9
 
On the other hand, human socio-psychology has been discussed in relation to 
social engineering to understand why humans are the weakest link in information 
security.
10
 However, the discussions in these studies are mainly based on persuasion 
                                                 
7 Herbert W Simons, Persuasion  (Addison-Wesley, 1976). 
8 Arjun Chaudhuri, Emotion and Reason in Consumer Behavior  (Routledge, 2012). 
9 Zakary L Tormala and Richard E Petty, "Source Credibility and Attitude Certainty: A 
Metacognitive Analysis of Resistance to Persuasion," Journal of Consumer Psychology 14, 
no. 4 (2004). 
Judee K Burgoon, Thomas Birk, and Michael Pfau, "Nonverbal Behaviors, Persuasion, and 
Credibility," Human communication research 17, no. 1 (1990). 
10 Kevin D Mitnick and William L Simon, The Art of Deception: Controlling the Human 
Element of Security  (Wiley, 2001). 
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and influence in marketing, especially the principles of influence outlined by 
Cialdini.
11
 The main limitation of those works is that the nature and the purpose of 
persuasion and influence in marketing are different than social engineering in 
information security. Persuasion in marketing is considered an ethical way to 
convince potential customers regarding the benefits of buying a particular product, 
brand, or service, while social engineering is an entirely unethical way to manipulate 
the victim for the benefit of the attacker. The fact that not all social engineering 
techniques involve persuasion or influence and, furthermore, that not all forms of 
persuasion or influence are considered as a form of social engineering, can illustrate 
the difference between these two concepts. 
In marketing, it has been discovered that most of the factors that are involved in 
persuading online customers to buy a product are intrinsic; furthermore, people can 
be influenced by persuasion to react to a trick used on the Internet.
12
 However, if the 
factors are extrinsic, then the surroundings must first change in order for an online 
user to fall victim. That is, customizing the persuasive arguments for different 
consumers is a critical strategy for initial online trust building. The elaboration 
likelihood model (ELM), which describes how attitudes are formed and changed , 
has been used to increase sales in a number of online businesses through studying 
new ways of persuading people.
13
 Currently, telemarketers are using the results of 
these findings to convince online buyers to buy their products.
14
  
Social engineers and online marketers persuade people for different reasons. The 
marketers want to convince potential buyers to make purchases, while social 
engineers aim at obtaining valuable information or other kinds of benefits.
15
 An 
experiment conducted by Workman (2007) used the analysis of a threat and the 
elaboration probability to examine its usability to provide an explanation of 
deception.
16
 The results of this experiment can help explain how the same factors 
can be used in social engineering. DeVries (2009) describes how psychological and 
social factors can be used in 50 different ways to persuade customers. He focused on 
those 50 different ways by using the following four psychological factors: individual 
susceptibility, fear, trust, and loyalty.
17
 In addition, the design of persuasion used by 
marketers has been studied, and these studies are mainly based on the ELM.  
 The following points will explain what the existing literature refers to as human 
weaknesses, while also considering the principles of persuasion and how these 
principles can be used as social engineering tools in the hands of attackers.   
                                                                                                                   
Marcus Nohlberg, "Why Humans Are the Weakest Link," Social and Human Elements of 
Information Security: Emerging Trends (2009). 
11 Robert B Cialdini, "Influence: Science and Practice," Boston: Allyn & Bacon (2001). 
12 Shu-Chen Yang et al., "Investigating Initial Trust toward E-Tailers from the Elaboration 
Likelihood Model Perspective," Psychology and Marketing 23, no. 5 (2006). 
13 Richard E Petty and John T Cacioppo, "The Elaboration Likelihood Model of Persuasion," 
in Communication and Persuasion (Springer, 1986). 
14 M. Joyner, M. Kuo, and S. Joo-Chen, Mindcontrolmarketing.Com: How Everyday People 
Are Using Forbidden Mind Control Psychology and Ruthless Military Tactics to Make 
Millions Online  (Steel Icarus Books, 2002). 
15 Gregory L Orgill et al., "The Urgency for Effective User Privacy-Education to Counter 
Social Engineering Attacks on Secure Computer Systems" (paper presented at the 
Proceedings of the 5th conference on Information technology education, 2004). 
16 Michael Workman, "Gaining Access with Social Engineering: An Empirical Study of the 
Threat," Information Systems Security 16, no. 6 (2007). 
17 Henry DeVries, Marketing the Marketers: 50 Ways Marketing Services Providers Can Woo 
and Win New Clients  (AuthorHouse, 2009). 
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3.1 Consistency and Commitment 
 
The idea of consistency has been a subject of corporate research. Consistency as a 
trait enables a person to act repeatedly over time.
18
 Normal consistency shown by 
people comes from the belief that it is their obligation or custom to be consistent to a 
person, organization, or a task.
19
 This consistency plays an important role in shaping 
the behavior of people in a society. According to cognitive discord and consistency 
hypothesis, people have a high motivation to sustain unity between approaches 
toward people and situations, and acceptable social behavior, in order to develop a 
feeling of wholeness.
20
 
Workman (2007) has identified three types of commitment behavior that 
contribute to the success of social engineers: normative commitment, continuance 
commitment, and affective commitment.
21
 The mannerisms differ from one person 
to another depending on their psychological disposition to maintain a group of 
people, which compels them to evaluate the benefits that they are getting from such 
a relationship. Some people choose to be committed to a given group of people that 
others are not, because some people can be influenced more easily to maintain their 
membership.  
People work toward maintaining social ties that provide satisfactory feelings 
attached to a person or a group of individuals.
22
 Because of these ties, there are 
people who will study the behavior exhibited by individuals to make them 
participate more in their activities. Online marketing companies have tapped into 
this human psychological need to persuade buyers to maintain their purchases of 
certain products that elevate them to a class of people they aim be tied to.
23
  
The feeling that one is being watched, for example by a friend or a group that the 
person has committed to, makes the person conform to certain habits.
24
 Others are so 
susceptible that they try to emulate people they have not even met, and those people 
give out personal information even if another party does not reveal him or herself or 
does not need their information.  
The act of giving out valuable information is a common observation in social 
networking sites such as Facebook and Twitter, where swindlers befriend the users 
and dupe them into revealing crucial information regarding their personal or work 
information. This weakness is masked by personal concepts they have already 
formed. Swindlers make them believe that the relationship with a social circle holds 
more importance than the information that they are about to reveal.
25
 Finally, it is 
                                                 
18 Cialdini, "Influence: Science and Practice." 
19 Michael John Baker and Susan Hart, The Marketing Book  (Routledge, 2008). 
20 Ori Brafman and Rom Brafman, Click: The Forces Behind How We Fully Engage with 
People, Work, and Everything We Do  (Crown Pub, 2011). 
21 Workman, "Gaining Access with Social Engineering: An Empirical Study of the Threat." 
22 Christopher Hadnagy, Social Engineering: The Art of Human Hacking  (Wiley, 2010). 
23 Gordon R Foxall, Ronald Earl Goldsmith, and Stephen Brown, Consumer Psychology for 
Marketing, vol. 1 (Cengage Learning EMEA, 1998).  
24 Melissa Bateson, Daniel Nettle, and Gilbert Roberts, "Cues of Being Watched Enhance 
Cooperation in a Real-World Setting," Biology letters 2, no. 3 (2006). 
25 Baker and Hart, The Marketing Book. 
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important to mention that social engineering training is the most beneficial for 
people who have higher levels of commitment.
26
 
 
3.2 Reciprocity and Mutualism 
 
When people receive gifts or assistance from other people, they develop a feeling of 
discordance until favors are reciprocated.
27
 A person will have a penchant to give 
back in an equal measure whenever a chance presents itself. The degree to which 
people reciprocate favors depends on the intrinsic value of the gift assigned by the 
receiver.
28
 For example, a flower offered to a fiancée could be worth thousands of 
dollars depending on who is offering it. People exchanging gifts have a way of 
determining the value of their gifts. Moreover, they will expect the mutual 
relationship to be fair.
29
 
People tend to sustain such a relationship even if the other party falls short of 
fulfilling obligations.
30
 For example, two people agree to exchange a gift for a given 
piece of information, but the person who was supposed to offer the gift fails for 
some reasons. The other party, however, may choose to remain loyal and still fulfills 
his or her end of the bargain, and  social engineers can use this psychological 
phenomenon to get valuable information from unsuspecting users.
31
  
The concept of consistent behavior explains that people develop a trustworthy 
behavior towards others and will feel compelled to return a favor even in the 
absence of sufficient proof of their identity. The commitments that we have 
discussed so far are concerned with simple acts of mutual behavior where a person 
feels obligated to return a present to sustain a relationship. This behavior involves a 
series of investments in the form of time and resources that build from the 
perception that without such a relationship, one is at a loss.
32
 Therefore, the parties 
involved will always be loyal to each other directly or implicitly. 
With continued reciprocity, a psychological commitment to adhere to decisions 
made in the past is cultivated, and it will sustain a consistent behavior that is 
attached to the decisions a person makes.
33
 This has been observed in the business 
world where business people will continue to invest more funds into an enterprise or 
undertaking when they have sufficient information suggesting these actions may be 
wrong. This is a never-say-die attitude in which people believe that in the end, this 
consistency will lead to increased profitability.  
 
3.3 Fondness and Liking 
 
                                                 
26 Workman Michael, "A Test of Interventions for Security Threats from Social Engineering," 
Information Management & Computer Security 16, no. 5 (2008). 
27 Hadnagy, Social Engineering: The Art of Human Hacking. 
28 Cialdini, "Influence: Science and Practice." 
29 Joe Navarro and Marvin Karlins, What Every Body Is Saying  (William Morrow 
Paperbacks, 2009). 
30 Mitnick and Simon, The Art of Deception: Controlling the Human Element of Security. 
31 Joseph O'Connor and John Seymour, Introducing Nlp: Psychological Skills for 
Understanding and Influencing People  (Conari Press, 2011). 
32 DeVries, Marketing the Marketers: 50 Ways Marketing Services Providers Can Woo and 
Win New Clients. 
33 O'Connor and Seymour, Introducing Nlp: Psychological Skills for Understanding and 
Influencing People. 
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It has been shown through research that most people are drawn closer to individuals 
they are fond of and they end up developing trust for them.
34
 This explains why 
people tend to believe online professionals even if their expertise is not reflected in 
the sites that they operate. This fact can be used by social engineers to pretend to be 
celebrities endorsing a product to draw the attention of their victims.
35
 
People tend to be fond of other people because they are attractive, charismatic, 
popular, or charming.
36
 Ekman (2007), explains that these characteristics can be 
used to influence some people to do anything in order to get affection from those 
who have them.
37
 In some ways, people with those traits can cause real damage to 
other people while thinking that their behaviors are realistic and appropriate. The 
emotion that comes with those kinds of characteristics can lead some people to act in 
ways they may regret later. 
Social engineers communicate with their users very confidently to try and bring 
out the in a person, and the need to be loved, and behave like they face the same 
situations. They explain that they could be their match or pretend to be important 
people in order to trick users into maintaining ties with them. Such traits can draw 
many people into believing that they have met an important person and therefore the 
user will keep visiting a particular site in order to catch up on a conversation.  
 
3.4 Authority and Fear 
 
Online marketers and people who collect debts employ tactics such as instilling 
panic and using their influence in order to make other people comply.
38
 Social 
engineers have adopted these practices to use authoritative instructions and panic to 
obtain valuable information from victims.
39
 One method used is sending e-mails 
containing messages requiring the recipients to abide by their requirements: for 
example, “Equity Bank requires some details from you” or “Your Facebook profile 
will be held on probation,” or “Wrong data entry.”  
E-mail messages usually have threats or warnings of serious outcomes if a 
person fails to comply. Some sites also use this tactic to pose as legitimate websites 
and use a formal approach in communicating with other people. Victims will be 
given a procedure to follow and some fields to fill in order to abide by their 
requirements. Fraudsters pose as government authorities and target the elderly 
members of the community through making calls or sending messages. They then 
proceed to pressure victims, instilling panic in them to get them to contribute to 
schemes that purport to have insured the elderly for a long period of time.  
The research has provided a proof of the degree to which a person should give in 
to the wishes of a person in authority.
40
 Compliance is a behavior that makes a 
person keep conforming to those who are more powerful or influential, for example 
a person who can withdraw some benefits. Therefore, the use of influence of 
                                                 
34 RH Seiter and JS Gass, "Persuasion, Social Influence, and Compliance Gaining," (Allyn & 
Bacon, Boston, 2010). 
35 Workman, "Gaining Access with Social Engineering: An Empirical Study of the Threat." 
Hadnagy, Social Engineering: The Art of Human Hacking. 
36 Cialdini, "Influence: Science and Practice." 
37 Paul Ekman, Telling Lies: Clues to Deceit in the Marketplace, Politics, and Marriage  
(WW Norton & Company, 2009). 
38 Cialdini, "Influence: Science and Practice." 
39 Mitnick and Simon, The Art of Deception: Controlling the Human Element of Security. 
40 Navarro and Karlins, What Every Body Is Saying. 
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authority to instill terror or panic in people causes people to submit to the 
“authorities” instructions because they fear losing a benefit or experiencing a degree 
of attack. Social engineering thrives on those people who give in to fear and orders 
from influential people.
41
  
It is worth noting that the extent of compliance to instructions and obedient 
behavior varies from one person to another. Aspects such as humbleness determine 
the degree to which people will comply, even if they are surrounded by people who 
are very domineering.
42
 In addition, individuals who perceive themselves as subjects 
of dominance tend to resist domineering tendencies by psychologically tuning their 
minds to confront people with authority. These reactions are spurred by a perception 
that fundamental rights are being overlooked and their mandate are overstepped by 
other people. 
This motivates a person to try and recover a liberty that has been lost in order to 
avoid losing more freedom. In an attempt to instill panic or fright in a person, people 
act depending on the loss that they stand to incur, the likelihood of the threat 
occurring, and the efficiency of the reaction. Social engineering employs the use of 
fear by issuing threats and monitoring how people respond to them
43
. Those who 
show a greater concern or reply to their messages are more likely to be victims of 
their schemes. However, workman (2008) suggests that punishment as deterrent is 
the most beneficial solution for those who perceived greater fear.
44
 
 
3.5 Scarcity 
 
Scarcity is another dimension used by online attackers to instill panic in online users 
to make them respond to the attackers’ tricks faster. It is the creation of a perceived 
shortage by creating a message, and people react to it due to tendencies to hoard in 
order to benefit from the shortages. People will also respond almost immediately so 
that they do not miss (false) opportunities that are posted in web pages. Therefore, 
social engineers collect information or elicit a response from users by creating a 
perceived scarcity based on the knowledge that they will react faster to avoid losing 
out on a rare and valuable commodity or opportunity.
45
  
Reactance theory holds that people will modify their thoughts and behaviors 
when they perceive that someone or constraints such as time may prevent him or her 
from obtaining certain goods or services.
46
 People tend to believe that they have 
alternatives to benefits and opportunities, but in situations where options to those 
benefits and opportunities are threatened, a person will be forced to comply.
47
 
People perceive threats differently, and their reactions to them varies, more so 
when a threat is concerned with a scarcity instead of a direct threat.
48
 In case social 
                                                 
41 Mitnick and Simon, The Art of Deception: Controlling the Human Element of Security. 
42 Luigi Tomba, "Creating an Urban Middle Class: Social Engineering in Beijing," The China 
Journal (2004). 
43 O'Connor and Seymour, Introducing Nlp: Psychological Skills for Understanding and 
Influencing People. 
44 Michael, "A Test of Interventions for Security Threats from Social Engineering." 
45 Brafman and Brafman, Click: The Forces Behind How We Fully Engage with People, 
Work, and Everything We Do. 
46 Cialdini, "Influence: Science and Practice." 
47 Joyner, Kuo, and Joo-Chen, Mindcontrolmarketing.Com: How Everyday People Are Using 
Forbidden Mind Control Psychology and Ruthless Military Tactics to Make Millions Online. 
48 Hadnagy, Social Engineering: The Art of Human Hacking. 
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engineers pose the scarcity of an item or create a potential time limitation in 
obtaining a product or service, those who respond faster and more willingly to 
shortage threats are more likely to succumb to the tricks of these engineers than 
those who do not show urgency of reaction to a perceived  deficiency . 
Cialdini (2001) explains that scarcity can be observed in everyday marketing and 
advertisements, where terms such as limited supply of for limited time only are 
frequently used.
49
 He indicates that we might buy something even if we don’t need it 
if we are told that it is the last one available. 
 
3.6 Social Proof 
 
Social proof is doing what others do regardless of the importance or the correctness 
of that action. It is the influence of others on the behavior of someone. It can lead 
people to do things that might not be in their interest, such as wearing specific 
clothes in a specific event because of the popularity of those kinds of cloths, or 
purchasing products because of their popularity.
50
 
Social proof has been found to be one of the more powerful strategies in 
persuasion.
51
 The risk of this principle from the security perspective is that people 
behave according to the general attitude rather than what is secured. Even if security 
policy was written in a way that prevents the threat, the users can be influenced by 
the behavior of the majority to accept threats.
52
 
 
3.7 Theories of Persuasion 
 
Persuasion is comprised of the following three main elements: the sender or the 
source, the mean or the message, and the recipient.
53
 According to O’keefe (2002), 
persuasion must involve a goal and the intent to achieve that goal on the part of the 
sender, while the recipient must have free will and must not be persuaded by force. 
In the case of social engineering in information technology, as shown in Figure 2, 
the sender is the social engineer or the attacker, the message is the trick or the 
technique, and the recipient is the user. To understand more about persuasion, let us 
look as some major theories of persuasion which illustrate the concept of persuasion 
and the relationship between the three main elements of persuasion. 
 
 
Figure 2, Three Main Elements of Social Engineering in IT 
                                                 
49 Cialdini, "Influence: Science and Practice." 
50 Ibid. 
51 Ibid. 
52 Martina Angela Sasse, Sacha Brostoff, and Dirk Weirich, "Transforming the ‘Weakest 
Link’—a Human/Computer Interaction Approach to Usable and Effective Security," BT 
technology journal 19, no. 3 (2001). 
53 Daniel J O'keefe, Persuasion: Theory and Research, vol. 2 (SAGE Publications, 
Incorporated, 2002). 
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3.7.1 Social Judgment Theory 
Social judgment theory suggests that people evaluate and judge the content of any 
message based on their anchors, or stance, on a particular topic or message. That is, 
people accept the message or reject it based on their cognitive map.
54
 The 
implication behind this theory is that any person has three areas in which he/she 
accepts or rejects a particular persuasive message. The first is the acceptance area, 
which is where the person places the message he/she considers acceptable. The 
second is the latitude of rejection area, which is where the person places the message 
he/she considers rejectable. The third is the latitude of non-commitment, which is 
when the person places the message in no opinion area as he/she finds it neither 
acceptable nor rejectable. 
 
3.7.2 Cognitive Dissonance Theory 
Cognitive dissonance theory suggests that when individuals are faced with two good 
choices, they find themselves unsure about the choice they make. Therefore, they 
will have to downplay the other choice in order to reassure themselves.
55
 Cognitive 
dissonance theory explains this by assuming that when individuals are persuaded to 
do something or not to do something, an outside source simply has to provide 
enough ammunition to change another’s attitudes or beliefs. That is, individuals 
cannot engage in actions that they believe are wrong, and therefore they either stop 
the action or believe that they are right. For example, to convince a victim to 
perform an action, you first need to convince him/her that this is a good action; 
however, if his/her beliefs do not match this action, you first need to persuade the 
victim to change his/her beliefs.  
 
3.7.3 Source Credibility Theory 
The source credibility theory states that people are more likely to be persuaded when 
the source presents itself as credible.
56
 The theory is broken into the following three 
models: the factor, the functional, and the constructivist model. The aim of these 
models is to narrow the wide scope of the theory. That is, the factor model helps 
determine to what extent the receiver judges the source as credible. The functional 
model views credibility as the degree to which a source meets a receiver's needs. 
The constructivist model shows what the receiver does with the persuader’s proposal 
or message. 
 
 
3.7.4 Elaboration Likelihood Model 
The ELM states that there are two routes or methods to influence others: the central 
route and the peripheral route.
57
 The central route uses message elaboration and can 
produce a positive attitude change and encourage the receiver to obey. Centrally 
routed messages include a wealth of information, rational arguments, and evidence 
to support a particular conclusion. If the argument of the message is strong, it will 
                                                 
54 Muzafer Sherif and Carl I Hovland, "Social Judgment: Assimilation and Contrast Effects in 
Communication and Attitude Change," (1961). 
55 Leon Festinger, A Theory of Cognitive Dissonance, vol. 2 (Stanford university press, 1962). 
56 Carl I Hovland, Irving L Janis, and Harold H Kelley, "Communication and Persuasion; 
Psychological Studies of Opinion Change," (1953). 
57 Petty and Cacioppo, "The Elaboration Likelihood Model of Persuasion." 
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create a positive cognitive response in the minds of receivers while also positively 
aligning the receivers’ beliefs with those views of the persuader. On the other hand, 
if the argument is weak, it will produce a negative cognitive response to the 
persuasive message, which in turn prevents an attitude change and causes the 
receiver not to obey. 
The peripheral route and messages rely on a receiver’s emotional involvement 
and thus persuade through more superficial means. The principles of influence that 
were explained earlier, such as authority, commitment, contrast, liking, reciprocity, 
scarcity, and social proof are all examples of peripheral cues or routes. 
 
4. Social Engineering as Manipulation 
 
Manipulation is very similar to persuasion, in that they both have the same three 
main elements, i.e., the sender or the source, the mean or the message, and the 
recipient. Both manipulation and persuasion also use emotion and reason to achieve 
the goal, and the credibility of the sender likewise plays a vital role in both. 
However, researchers and philosophers have discussed the major difference between 
persuasion and manipulation. For example, Van Dijk observed as: 
 
The crucial difference in this case is that in persuasion the 
interlocutors are free to believe or act as they please, depending on 
whether or not they accept the arguments of the persuader, whereas in 
manipulation recipients are typically assigned a more passive role: 
they are victims of manipulation. This negative consequence of 
manipulative discourse typically occurs when the recipients are 
unable to understand the real intentions or to see the full 
consequences of the beliefs or actions advocated by the 
manipulator.
58
 
 
Nedelea argued that: 
 
A difference between manipulation and persuasion is that the first one 
is based on persuasion, meaning the tendency of being responsive to 
influences… Manipulation is an instrument, its ethics are set by the 
person who’s using it and not by the instrument itself.59 
 
Finally, Fishkin noted that: 
 
A person has been manipulated by communication when she has been 
exposed to a message intended to change her views in a way she 
would not accept if she were to think about it on the basis of good 
conditions.
60
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Consequently, we can see that social engineering is a form of manipulation that 
uses characteristics of persuasion to trick the victim. That is, emotion and reason are 
the essential elements of a persuasive message, and a social engineer can abuse this 
fact and use dishonest emotion or value to trick and encourage the victim to obey.  
On the other hand, the source credibility plays a very important role in persuading 
the recipient to obey, and this fact can be abused by social engineers in information 
technology as they can impersonate any character with a certain amount of 
credibility, such as a friend, an expert, a celebrity, or a representative of an 
organization that the victim trusts, in order to trick the victim.
61
 
The main theory that addresses manipulation is known as information 
manipulation theory, which will be discussed in further detail below. 
 
4.1 Information Manipulation Theory 
 
Information Manipulation Theory (IMT) states that a speaker purposefully and 
covertly violates one of the conversational maxims of quantity, quality, relation, and 
manner with the intention of deceiving his/her listener.
62
 The maxim of quantity is 
related to the amount of information that should be provided within a message. That 
is, it refers to the person’s expectation that the argument will be as informative as 
possible. The maxim of quality is related to expectations of the veracity of 
information. That is, it refers to the person’s expectation of being presented with 
information that is clear, truthful, and complete. The maxim of relation is related to 
the expectation of contributing relevant information to the argument. Finally, the 
maxim of manner refers to the way the message and argument are presented and 
delivered rather than who sent or presented it; that is, it refers to how a message is 
presented rather than the actual content of the message. The importance of IMT is 
that it explains the different types of deception as well as the multiple ways in which 
deception can occur. 
 
5. Social Engineering as a Trust Exploitation 
 
Trust plays a vital role in social engineering; however, trust is a complicated word 
with multiple dimensions that lead to multiple meanings. It is used as a word or 
concept with no real definition.
63
 Nevertheless, some researchers indicate that some 
people have a greater tendency to trust generally than do others.
64
 The trusting 
nature among human beings is not similar, and people believe what others say, 
depending on the trust they build. According to Mitnick and Simon (2001), a person 
who is under-trusting stands to lose a given benefit or opportunity, and is paranoid 
and always tense. Whereas, those who are overly trusting will monitor their actions 
                                                 
61 Chaudhuri, Emotion and Reason in Consumer Behavior. 
Tormala and Petty, "Source Credibility and Attitude Certainty: A Metacognitive Analysis of 
Resistance to Persuasion." 
62 Steven A McCornack, "Information Manipulation Theory," Communications Monographs 
59, no. 1 (1992). 
63 Touhid Bhuiyan, Audun Josang, and Yue Xu, "Trust and Reputation Management in Web-
Based Social Network," Web Intelligence and Intelligent Agents (2010). 
64 Abdulrazzak Charbaji and Souad E. L. Jannoun, "Individuality, Willingness to Take Risk, 
and Use of a Personal E-Card: A Lebanese Study," Journal of Managerial Psychology 20, no. 
1 (2005). 
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less often and will be less efficient and possibly incompetent; therefore, social 
engineers will target them, which could result in the loss of money or useful 
information. Being overly trusting limits the cognitive functions of people in relation 
to their surroundings, such that they become so comfortable that their thoughts, 
actions, and attention is limited, thus making them subject to manipulation.
65
 
Trust has been studied in marketing in relation to persuasion, and it has been 
found that the characteristic of trusting people over the Internet is important in 
formulating marketing tricks.
66
 Internet retailers utilize this weakness of trusting 
others too much to deceive users that they have the endorsement of celebrities, or 
even use  fake legitimacy through developing high-quality websites in order  to gain 
the trust of other people .  
Social engineers may employs these tricks in fake websites or when e-mailing. 
They may also get more emotional or take an individualistic approach in 
communicating with people who could potentially fall victim to their activities.
67
 All 
this is done with an aim of making a user feel similar to them through appealing to 
the loneliness in them to gain their trusted. There has been significant research in 
marketing on how people trust other people over the Internet. Such studies indicate 
that there are different factors that affect trust and therefore affect how people deal 
with the threat.
68
 Also, there are number of the key aspects that may affect the 
trustworthiness and effectiveness of communications on cyber-security risks.
69
  
 
5.1 Erik Erikson’s Theory of Psychosocial Development 
 
This theory attempts to answer the question regarding who we can trust. According 
to Erikson, the trust versus mistrust stage occurs between birth and approximately 
18 months of age.
70
 During this stage of life, trust is built and the personality is 
shaped through the child’s experience and learning whether or not he/she can trust 
the people around him/her. That is, the child starts trusting those who provide 
him/her with quality of care when he/she cries, is frightened, or feels pain.  
This theory reflects the two important factors that determine whether the child 
trusts or mistrusts others even during the early stage of life, which are needs (such as 
feeding) and emotions (such as fright). Moreover, based on this theory, we can say 
that the person trusts those who can satisfy his/her needs and emotions. 
                                                 
65 Michael Workman, "A Test of Interventions for Security Threats from Social Engineering," 
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67 Mitnick and Simon, The Art of Deception: Controlling the Human Element of Security. 
68 Jyh-Jeng Wu, Ying-Hueih Chen, and Yu-Shuo Chung, "Trust Factors Influencing Virtual 
Community Members: A Study of Transaction Communities," Journal of Business Research 
63, no. 9-10 (2010). 
Kim Shyan Fam, Thomas Foscht, and Regan David Collins, "Trust and the Online 
Relationship—an Exploratory Study from New Zealand," Tourism Management 25, no. 2 
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70 Erik H Erikson, "Growth and Crises of the" Healthy Personality."," (1950). 
Patrick H Munley, "Erik Erikson's Theory of Psychosocial Development and Vocational 
Behavior," Journal of Counseling Psychology 22, no. 4 (1975). 
                                                                                                                                            
14 
 
 
 
5.2 Ben Franklin Effect Theory 
 
This theory states that when we do a person a favor, we tend to like them more as a 
result.
71
 The reverse effect is also true. That is, when we like someone we are more 
willing to do him/her a favor. In other words, this theory states that when we do 
someone a favor, we are more likely to do it again. Jecker and Landy (1969) tested 
this theory by involving students in an intellectual contest where they expected to 
win a specific amount of money. Later on, the students were divided into the 
following three groups: 
Group 1: this group was approached by the researcher who asked the members to 
do him a favor and return the money they won as he had been using his own funds 
and was running short. 
Group 2: this group was approached by a secretary who asked the members to 
return the money they won as it was from the psychology department; they were 
also told that the funds in this department were low. 
Group 3: this group was allowed to keep their winnings. 
After this had occurred, all three groups of students were surveyed to see how 
much they liked the researcher. Group 2 rated the researcher lower than Group 3, 
and Group 1 rated the researcher higher than group 3.  
 
6. Social Engineering as Perception Misleading 
 
Misleading perception (illusion) makes the victim feel safe and therefore not 
perceive the threat. Safety, according to oxforddictionaries.com (2013), has been 
identified as “the condition of being protected from or unlikely to cause danger, risk, 
or injury.” According to Pyszczynski, Greenberg, and Solomon, (1997), when 
people are threatened, they will alter their behavior depending on the number of 
risks they can accommodate. This modification is a psychological reaction that is 
determined by the seriousness of an attack and the amount of loss that they think 
will incur because of the occurrence of a hazard.
72
 For attackers, the ability to 
determine the maximum amount of threat that a person is willing to accommodate 
determines when to launch an attack . 
In scrutinizing the evaluation of a threat and the behavioral response to a risk, 
O'Conner, Seymour, and Dilts (2011) hold that these studies are based on the 
following psychological principles: (1) People regard their lives, liberty, and 
property to be more important than anything else;  (2) in as much as people may be 
wary of risks, they have some level of acceptance, preference, tolerance, and wishes 
toward some risks; and  (3) the extent of the danger they can accept is determined by 
balancing the perceived benefits over losses in choosing to behave in a certain 
way.
73
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People adapt to certain habits based on what they believe in and the postulations 
that they have about life.
74
 Moreover, this is what guides them in the activities they 
choose to undertake. A set of values is built over a period of time, after which the 
person tends to know what to expect from their surroundings. However, the person 
is not aware that the way he or she responds to the environment starts with the 
suppositions that he or she has made . Generally, the delusion of insusceptibility is a 
protective measure against fear, depression, and anxiety associated with ill fortune , 
and this knowledge can be applied to social engineering in information security to 
study what factors lead users to feel safe or threatened.
75
 
 
6.1 Health Belief Model 
Rosenstock (1974) illustrated the relationship between behavior and threat through 
the Health Belief Model (HBM).
76
 The model indicates that the probability of 
performing a risky action is determined by four main elements: 
 Perceived threat of taking the action 
 Perceived benefit of taking the action 
 Perceived susceptibility to the threat 
 Perceived seriousness of the threat.  
Aldoory and Van Dyke (2006) go further and state that the problems of 
performing a risky action have been associated with the Health Belief Model and the 
situational theory of publics.
77
 The latter suggests that a population can be classed 
depending on how they behave, that is, whether they are active or passive . The 
psychological issues concerned with this theory include (1) the extent of activity in 
behavior, (2) familiarization with problems, and (3) the knowledge of constraints.
78
  
Zimbardo (2007) explains that the level of familiarization with problems is 
different among people; some think that a predicament is more relevant to them, 
whereas others are not concerned with the same anguish.
79
 The extent of activity in 
this behavior varies depending on the feelings a person attaches to a predicament 
and the amount of loss that may incur if case an attack occurs.
80
 Knowledge of 
constraints shows of the degree to which people consider their mannerisms to be 
restrained by issues that are uncontrollable. Orgill (2004), states that a psychological 
trait referred to as neuroticism causes anxiety and paranoia depending on the nature 
of the attack. 
 
6.2 Factors Can Mislead Social Engineering Threats Perception 
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Some researchers, based on the stories, examples, or possibility of occurrence, 
consider other factors that might help social engineers to trick people or to affect 
people’s ability to detect deception. Strong affect is one example of that, where 
social engineers can use it as a “trigger” to deceive their victims.81 The strong sense 
of surprise, anticipation, or anger leads victims to make inaccurate judgments, and, 
therefore, victims will be less likely to think about the actions that they take . 
Overloading is another example of a tactic that can be used by social engineers to 
deceive victims, where the victims have to deal with a lot of information in a limited 
time. Time pressure affects the logical functioning of human judgment, and, 
therefore, the victim is then more willing to accept arguments that should have been 
challenged.
82
 
Finally, it is worth noting that West, Mayhorn, Hardee, and Mendel (2009) 
divide the psychological perspective of why users make poor security decisions to 
three sections:
83
 (1) User factors, such as problem solving limitation and decision 
making heuristic and experience; (2) technology factors, such as the credible 
appearance and personal relevance of the e-mail or website that tricks the users; and 
(3) environmental factors, such as time pressure and inattention blindness, where 
users may not perceive details of the threat.  
 
7. Social Engineering as a Deception 
 
People, in general, think that they are good at detecting deception and lies. However, 
research indicates that people have weakness and therefore perform poorly in 
detecting deception.
84
 The strong relationship between deception and social 
engineering illustrates the complexity of detecting and controlling social engineering 
attacks. On the organizational level, the findings of a study done by  suggest that 
social engineers could succeed even among those organizations that identify 
themselves as being aware of social engineering techniques.  
 Marett, Biros, and Knode (2004) have explained that the reason why people are 
weak and perform poorly in detecting deception is because of the “lie detector bias,” 
which is the assumption that most people are telling the truth . Most of the books 
and studies that have been published regarding social engineering indicate that the 
main causes of human weaknesses that lead people to fall victim to social engineers 
are human sociopsychological characteristics.
85
  
Although the extant literature considers the principles of persuasion and 
influence on the basis of marketing as exploiting human vulnerabilities, thus far, it 
has not revealed a theoretical framework specifically grounding the study of the 
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factors that affect social engineering threats in information security. Sun, Yan, and 
Feng (2012) indicate that those factors are complicated and challenging to identify, 
even if they seem to be simple.
86
 Generally, the concept of deception has been 
addressed through interpersonal deception theory. 
 
7.1 Interpersonal Deception Theory 
 
Interpersonal deception theory describes deception that is used in the context of the 
interaction between two people. This theory posits that the following three strategies 
can be used for deception: falsification, concealment, and equivocation.
87
 
Falsification is another way of saying lying; for example, when the attacker says that 
a downloadable file contains a free e-book when it actually contains malicious 
software. Concealment is hiding either the whole truth or part of the truth; for 
example, when the attacker says that a downloadable file contains a free e-book 
when it actually contains malicious software as well as a free e-book. Equivocation 
is avoiding the truth by changing the subject or offering indirect responses. 
Therefore, interpersonal deception theory explains the different types of deception 
by exploring the interrelation between the communicative meaning of the deceiver 
and the victim’s cognition and behaviors in the context of deceptive exchanges. 
 
8. Social Engineering as Dishonest Help-Seeking 
 
In general, people tend to help others. Some people think that helping others gives 
them a great sense of satisfaction, while others think that doing so provides them 
with a sense of belonging.
88
 Generally, people feel happier when they help others, 
and this can be abused by social engineers who seek to accomplish their own goals 
by asking help from others. That is, a social engineer can use dishonest emotion or 
reason to encourage the victim to help him/her. There are some academic theories 
that explain how people seek to help others. The major theories that attempt to 
explain why people help others are as follows: 
 
8.1 Empathy-Altruism Hypothesis 
 
This theory states that people are willing to help others in the following two main 
ways:  
 If they feel empathy, they are likely to help others without any selfish 
thoughts. 
 If they do not feel empathy, they will help others but only if the rewards 
(benefit) of helping them outweigh the costs (loss).
89
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The benefit can come in many forms, such as winning a prize, relief from 
distress, or gaining appreciation from others. The loss can include diminished health 
or lost time, among other things. 
 
8.2 Equity Theory 
 
Equity theory states that people tend to be happiest in relationships where the giving 
and taking are about equal. That is, it indicates that getting too little from a 
relationship leads to unhappiness, and getting too much from a relationship leads to 
feeling guilty about this imbalance.
90
 
 
8.3 Politeness Theory 
 
Politeness theory states that in response to any request, people maintain one of the 
two following faces: a positive-based face or a negative-based face.
91
 
 A positive-based face is one which reflects liking, appreciating, loving, 
or respecting.  
 A negative-based face is one when there is no constraint in any way. 
Therefore, politeness theory indicates that people act politely or rudely 
depending on whether or not they care about the requester. That is, if they care about 
the person who requests that they do a favor (such as a parent, husband, or boss), 
they will show a positive face; however, if someone that they do not care about 
makes such a request, they will show a negative face. 
 
 
9. Social Engineering as a Motivations and Drives 
Exploitation 
 
People are affected by their motivations and drives, and as described earlier, social 
engineers abuse human characteristics to trick victims. Human motivations are 
among those characteristics that need to be understood to predict human behaviors, 
and therefore help to control social engineering threats. By reviewing existing 
literature we can categorize human behaviors, from a social engineering point of 
view, into two categories: need-based behaviors and emotion-based behaviors. The 
attacker can use either human needs or emotions to encourage the user to accept the 
trick and fall victim to the attack. For example, the attacker can use the sexual 
desires of the victim and send him/her malicious software imbedded in a sexual 
video. The attacker could also use the greed of a victim and send him/her malicious 
software imbedded in a free e-book. Additionally, an attacker can use emotions, 
such as a strong sense of surprise, anticipation, or anger, to make victims fall for the 
trick. More details of both; the need-based behaviors and emotion-based behaviors 
will be presented in the following sections. 
 
9.1 Need-Based Behaviors 
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Many studies have investigated how human needs motivate and shape human 
behaviors. Depending on the need, a specific motivation will arise and drive the 
person to behave in a certain manner. Several theories have been developed to 
illustrate this relationship. The major theories of motivation are: 
 
9.1.1 Incentive Theory of Motivation 
According to instinct theories, people behave in a certain way in order to gain an 
external reward.
92
 For example, people may travel from place to place to find 
enough water or food, or work twelve hours per day to increase their income. 
 
9.1.2 Drive Reduction Theory of Motivation 
This theory was created by Clark Hull, and it suggests that the reduction of drives is 
the primary force behind motivation.
93
 That is, people are motivated to behave in a 
certain way in order to reduce the internal tension that is caused by biological needs. 
Hull indicates that these needs represent the drives of the internal states of tension 
which must be reduced, such as thirst, hunger, or the need for warmth. 
 
9.1.3 Psychoanalytic Theory of Motivation 
This theory was developed by Sigmund Freud and it suggests that all human 
behaviors, all human thought, and all human emotion have one of two basic drives: 
Life or Death drives.
94
 People will always behave in the manner that they think will 
make them live longer or avoid death. 
 
9.1.4 Humanistic Theory of Motivation 
This is the most important theory for illustrating human motivations. It was 
developed by Abraham Maslow and suggests that people have strong cognitive 
reasons for performing various actions. Maslow tried to classify different 
motivations at different levels by introducing his hierarchy of needs. He indicated 
that all motivations are driven by human needs, and each level in this hierarchy has 
more motivational priority that the next level.
95
 These levels of needs are: 
 
a. Physiological Needs. These needs are the starting point for motivational theory, 
and they represent the bottom of the hierarchy. While Maslow indicated that it was 
impossible or useless to list all physiological needs, he gave some examples such as 
the need for food, water, sleep, and sex. 
b. Safety and Security Needs. If the physiological needs are relatively well 
satisfied, people, according to Maslow, will behave in a certain way that makes them 
feel safe and secure. Security needs are important for survival, but they are not as 
demanding as physiological needs. Safety and security needs include a desire for 
employment, health care, safe neighborhoods, and stability. 
c.  Social Needs. According to Maslow, the social needs, or the need for love and 
belonging, are less basic than the physiological and security needs. Relationships, 
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such as friendships, romantic attachments, and families, help fulfill this need for 
companionship and acceptance. Maslow also indicated that love is different than 
sex, in that sex is a purely physiological need. 
d. Self Esteem Needs. These needs come after the social needs in level of 
importance. Maslow suggested that there are two categories of esteem needs. The 
first category includes the needs for strength, achievement, adequacy, independence, 
and freedom. The second category includes the needs for reputation, prestige, 
recognition, attention, importance, and appreciation. 
e. Self-actualization Needs. This is the highest level of Maslow’s hierarchy of 
needs. Self-actualization can be identified as an understanding of the self, a sense of 
completeness, and being the best. Self-actualization also includes the concern for 
personal growth, less concern about the opinions of others, and an interest in 
fulfilling one’s potential. According to Maslow, nobody has ever reached the peak 
of his hierarchy or pyramid. 
 
9.2 Emotion-based Behaviours 
 
The second category of human behaviors is the emotion-based, or the behaviors that 
are driven by emotion. A strong affect is one example of emotion, and social 
engineers can use this as a “trigger” to deceive their victims.96 The strong sense of 
surprise, anticipation, or anger leads victims to make inaccurate judgments and 
therefore victims will be less likely to think about their actions. Emotion has been 
investigated since the early nineties as a vital drive for human behaviors. 
Waston, in his "Psychology from the Standpoint of a Behaviorist," defined 
emotion as: 
 
An heredity pattern-reaction involving profound changes of the 
bodily mechanism as a whole, but particularly of the visceral and 
glandular systems.
97
 
 
Tolman (1923) defined emotion as the readiness or drive for any behavior.
98
 
Emotion has been defined by Arnold (1960) as: 
 
The felt tendency toward anything intuitively appraised as good 
(beneficial), or away from anything intuitively appraised as bad 
(harmful).
99
 
 
One important aspect of studying emotion is discovering the different types of 
emotions. Several studies have addressed this subject; however, the two most 
important studies, the Paul Ekman and Robert Plutchik studies, will be presented 
here. 
 
9.2.1 Ekman’s Basic Emotions 
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Paul Ekman has studied emotion in order to discover the basic emotions of humans. 
He found, through his research and testing, that there are six basic and universal 
emotions: anger, disgust, fear, happiness, sadness, and surprise.
100
 
 
9.2.2 Plutchik’s Basic Emotions 
Robert Plutchik also studied emotions, and as a result of his research, he suggests 
that there are eight primary emotions: anger, fear, sadness, disgust, surprise, 
anticipation, trust, and joy. In 1980 he created the wheel of emotions, which is a 
model that identifies and explains those eight emotions and the relationships 
between them.
101
  
Plutchik’s wheel of emotions describes the eight types of emotions as: Joy vs. 
Sadness, Trust vs. Disgust, Fear vs. Anger, and Surprise vs. Anticipation. 
On the other hand, several theories have been developed to illustrate the 
relationships between emotions and behaviors. The major theories of motivation will 
be described in the following sections. 
 
9.3 James-Lange Theory 
 
This theory suggests that an event causes a bodily response, and that the bodily 
response causes the emotion.
102
 For example, if someone sees a scary snake nearby, 
his heart will begin to race. The brain will then notice the heart racing and determine 
that the person is experiencing fear. 
 
9.4 Cannon-Bard Theory 
 
This theory was developed by Walter Cannon and Philip Bard. They disagree with 
the James-Lange theory and suggest that the experience of the emotion and the 
bodily response occur at the same time, independently of each other.
103
 For example, 
a racing heart can mean fear, but it can also mean excitation in a positive way. 
Therefore, they believe that the emotions are accrued independently from the 
response of the body. 
 
9.5 Schachter-Singer Theory 
 
This theory suggests that emotion requires a bodily response, and at the same time, 
needs an explanation of the cause of that bodily response.
104
 That is, when an event 
occurs the bodily reaction will follow, and at the same time the brain (depending on 
that situation) will determine why this specific bodily reaction occurred. For 
example, when the heart races, the brain notices this and at the same time observes 
the event, therefore explaining why the heart is racing and determining an emotion. 
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9.6 Instinct Theory 
 
This theory is a motivational theory, but it has a relationship with emotion. It was 
developed by William James, and suggests that people are evolutionarily 
programmed to behave in certain ways. William James stated that all humans, and 
even animals, are born with specific innate knowledge about how to survive, 
including sucking, swallowing, and coughing.
105
 He also created a list of human 
instincts including such things as attachment, play, shame, anger, fear, shyness, 
modesty, and love. The main limitation of this theory is that it describes the behavior 
but it does not illustrate it. 
   
10. Conclusion 
 
Although organizations, researchers, practitioners, and lawyers recognize the severe 
risk of social engineering-based threats, there is a severe lack of understanding and 
controlling of such threats. One side of the problem is perhaps the unclear concept 
of social engineering, as well as the complexity of understanding human behaviors 
toward, approaching, accepting, and failing to recognize threats or the deception 
behind them. In this paper, we have addressed the concept of social engineering 
from all possible angles and based on the related theories of the many related 
disciplines, such as psychology, sociology, information technology, marketing, and 
behaviorism. We have investigated social engineering as dishonest persuasion, as 
manipulation, trust exploitation, perception misleading, deception, dishonest help-
seeking, and as human-motivations-and-drives exploitation. As such, this paper 
should be of interest to a broad range of researchers, especially those interested in 
information security, trust, and privacy management. Moreover, the findings open 
new directions of further research in many disciplines. 
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